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Claims 

1. An infonnation furnishing medium connected over a network to a pre-set 
information processing apparatus, comprising: 

communication means for receiving a pre-set program from said infonnation 
processing apparatus and for transmitting said program in an encrypted fonn to said 
infonnation processing apparatus; and 

encrypting means for encrypting said program received by said communication 

means. 

2. Theinfonnation processing apparatus according to claim 1 wherein said program 
is a soxu-ce program executed by an interpreter. 

3. The information processing apparatus according to claim 1 wherein said program 
is an object program. 

4. A method for furnishing the infonnation by an infonnation furnishing medium 
connected over a network to sa pre-set infonnation processing apparatus, comprising: 

a communication step of receiving a pre-set program from said infonnation 
processing apparatus and for transmitting said program in an encrypted fonn to said 
infonnation processing apparatus; and 

an encrypting step of encrypting said program received by said communication 

step. 

5 . A furnishing medium for furnishing a computer-readable program for executing the 
processing comprising: 
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a communication step of receiving a pre-se, program from said information 
processing apparams and for transmitting said program in an encoT>.ed form to said 

information processing apparatus; and 

encryptingstepofenc^nngsaidprogramreceivedbysaidcommunication 



an 

step. 



6. An infonnation processing apparatus for reciprocal authentication with another 

infonnation processing apparatus to execute pre-set processing, comprising: 

selectionmeansforselectingtheprocessingforreciprocal authentication being 

executed from one or more reciprocal authentication procedures in keeping with said 

pre-set processing; and 

reciprocal authentication means for executing ti,e selected reciprocal 

authentication procedures by said selection means. 

7. A method for processing the infonnation by an information processing apparatus 
forreciprocalautitentication with another infonnationprocessingapparams to execute 

pre-set processing, said method comprising: 

a selection step of selecting the processing for reciprocal authentication being 
executed from one or more reciprocal authentication procedures in keeping with said 

pre-set processing; and 

a reciprocal authentication step of executing the selected reciprocal 

authentication procedures by said selection means. 

8. A firnushing medium for furnishing a computer-readable program for executing 
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the processing compristog. a selection step of selecting the processing for reciprocal 
authentication being executed fron, one or more reciprocal authentication procedures 
in keeping with said pre-set processing; and 

a reciprocal authentication step of executing the selected reciprocal 

authentication procedures by said selection means. 
9. A method for authentication comprising: 

generating a first random number in a first apparatus; 

transmitting an ID, the key attribute information and said first random number 
of said first apparatus from said first apparatus to a second apparatus; 
generating a second random number in said second apparatus; 
receiving the ID, key attribute infonnation and the first random nmnber of the 

first apparatus, transmitted from said first apparatus, by said second apparatus; 

computingthekey in saidsecond apparatus from thekey attribute information; 

generating a third random number from said key and the first and second 
random mmibers in said second apparatus; 

transmitting the information on the second and third random nuinbers and the 
key from said second apparatus to said first apparatus; 

receiving the infonnation on the second and third random numbers and the key 
transmitted from said second apparatus in said first apparatus; 

generating the key from said infonnation on the key in said first apparatus; 
generating a fourth random number from said key and the first and second 
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random numbers in said first apparatus; 

transmitting said fourth random number fi-om said first apparatus to said second 

apparatus; and 

finding a transient key from the third and fourth random number and the key in 
each of the first and second apparatus. 
10. A method for authentication comprising: 

generating a first random nmnber in a first apparatus; 

transmitting an ID of the first apparatus, the key attribute infonnation of said 
first apparatus, the key attribute infonnation of a second apparatus and said first 
random number from said first apparatus to said second apparatus; 

generating a second random number in said second apparatus; 

receiving the ID of said first apparatus, key attribute information of said first 
apparatus, key attribute infonnation of said second apparatus and said first random 
nmnber, transmitted from said first apparatus, in said second apparatus; 

computing a first key in said second apparatus from the key attribute 

infonnation of said second apparatus; 

computing a second key in said second apparatus from the key attribute 

information of said first apparatus; 

generating a third random number from said key and the first and second 

random numbers in said second apparatus; 

transmitting the infonnation on the second and third random nmnbers and the 
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key from said second apparatus to said first apparatus; 

reeeivingthe irtfonnation ou the second and third random numbers and the key 

transmitted from said second apparatus in said first apparatus; 

generatingasecondkey from saidinformationonthekey in said first apparatus; 

generating a fourth random number from said key and the first and second 

random numbers in said first apparatus; 

.ranstnitting said fourth randomnumberfromsaidfirstapparams to saidsecond 

apparatus; and 

findingatransient key from the ftird and fourth randomnumber and the second 
key in each of the first and second apparatus. 

1 1. An infonnation fimushing apparatus for fiamishing pre-se. encoT>ted data and a 
key encrypting said pre-set data, comprising: 

commumcation means for receiving data concermng the use of said data 
downloadedbysaidinfonnationprocessingapparatusanddatarequiredforset.lement, 

from said information processing apparatus; and 

settlement means for making setUement based on said data concerning the use 
of said data doxvnloaded by said information processing apparams and on said data 

required for settlement. 

12. nie informationfimiishingapparatusaccordingtoclaimllfiuAercomprising: 
reciprocal authenticationmeansforeffectingreciprocal authentication with said 

infonnation processing apparatus by exploiting a protocol on http. 
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13. A infonnation method for furnishing to an infonnation fiimishing apparatus pre- 
set encrypted data and a key encrypting said pre-set data, comprising: 

a communication step of receiving data concerning the use of said data 
downloaded by said infonnation processing apparatus and data required for settlement, 
from said infonnation processing apparatus; and 

a settlement step of making settlement based on said data concerning the use 
of said data downloaded by said infonnation processing apparatus and on said data 
required for settlement. 

14. A fumishingmedium for furnishing a computer-readable program adapted to cause 
an infonnation fumishing apparatus for finnishing pre-set enciypted data and a key 
encrypting said pre-set data to execute processing comprising: 

a communication step of receiving data concerning the use of said data 
downloadedbysaidinfonnationprocessingapparatus and datarequiredfor settlement, 

from said information processing apparatus; and 

a settlement step of making settlement based on said data concerning the use 
of said data downloaded by said infonnation processing apparatus and on said data 
required for settlement. 

15. An information processing apparatus comprismg: 

first execution means for decoding and executing an encrypted program; and 
second execution means for famishing said program to said first execution 

means, decoding the encrypted program and for executing said program based on the 
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results of execution of said first execution means. 

16. The infonnation processing apparatus according to claim 1 wherein said first and 
second execution means are provided on respective independent hardwares. 

17. The infonnation processing apparatus according to claim 15 wherein said program 
is a source program executed by an interpreter. 

18. The infonnationprocessing apparatus according to claim 15 wherein said program 
is an object program. 

19. A method for processing the infonnation of an infonnation processing apparatus 

comprising: 

a first execution step of decoding and executing an encrypted program; and 
a second execution step of finriishing said program to said first execution step, 

decoding the encrypted program and for executing said program based on the results 

of execution of said first execution step. 

20. A fiomishing medium for fiimishing a computer-readable program executing the 

processing comprising: 

a first execution step of decoding and executing an encrypted program; and 
a second execution step of fiamishing said program to said first execution step, 

decoding the encrypted program and for executing said program based on the results 

of execution of said first execution step. 

21. An infonnation processing apparatus having a semiconductor IC loaded thereon 
and adapted for firmishing a program to be executed by said semiconductor IC, said 
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apparatus comprising: 

communication means for transmitting said program for execution by said 
semiconductor IC to an authentication station and for receiving the encrypted program 
from said authentication station; 

recording means for recording the encrypted program received from said 

authentication station; and 

transmitting means for transinitting said prograiu recorded on said recording 

means to said semiconductor IC. 

22. The infonnation processing apparams according to claim 20 wherein said program 
is a source program for execution by an interpreter. 

23. The infonnation processing apparatus according to claim 20 wherein said program 
is an object program. 

24 . An infonnation processing method for an infonnation processing apparatus having 
semiconductor IC loaded thereon and adapted for furnishing a program to be 

executed by said semiconductor IC, said apparatus comprising: 

a communication step of transmitting said program for execution by said 

semiconductor IC to an authentication station and for receiving the encrypted program 

from said authentication station; 

a recording step of recording the encrypted program received from said 

authentication station; and 

a transmitting step of transmitting said program recorded on said recording 



a 
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means to said semiconductor IC. 

25. A furnishing medium for iumishing a computer-readable prograin adapted for 
earning execution of a processing by an information processing apparatus having a 
semiconduetorlCloaded thereon and adapted for fiunishingaprogramtobe executed 

by said semiconductor IC, said processing comprising: 

a communication step of transmitting said program for execution by said 
semiconductorlCto an authentication station and forreceivingtheencrypted program 

from said authentication station; 

a recording step of recording the enc^ted program received from said 

authentication station; and 

a transmitting step of transmitting said program recorded on said recording 

means to said semiconductor IC. 

26. An information processing system comprising: 

aninfonnationprocessingapparatushavingasexniconductorlCloadedthereon 

and adapted for furnishing a program to be executed by said semiconductor IC; and 
an authentication station; 

said infonnation processing apparatus including 

communication means for transmitting said program for execution by said 
semiconductor IC to said authentication station and for receiving the enc^O^ted 
program from said authentication station; 

recording means for recording the enctypted program received from said 
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authentication station; and 

transmitting means for transmitting said program recorded on said recording 

means to said semiconductor IC; 

said authentication station including 

communication means for receiving said program executed by said 
semiconductor IC and for transmitting the encrypted program to said infonnation 

processing apparatus; and 

encoTtion means for encrypting said program, received by said communication 

means, in a pre-set system. 

27. An information processing apparatus having a semiconductor IC loaded thereon 
and adapted for furnishing a program to be executed by said semiconductor IC, said 

apparatus comprising: 

re-arraying means for re-arraying commands of a coimnand queue contained in 

said program executed by said semiconductor IC; 

recording means for recording said program in which said command queue has 

been re-arrayed; and 

transmission means for transinitting said program recorded on said recording 

means to said semiconductor IC. 

28. The information processing apparatus according to claim 26 wherein said program 
is a source program for execution by an interpreter. 

29. The infonnation processing apparatus according to claim 26 wherein said prograin 
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is an object program. 

30. An information processing method for an infonnation processing apparatus having 
a semiconductor IC loaded thereon and adapted for furnishing a program to be 
executed by said semiconductor IC, said method comprising: 

a re-arraying step of re-arraying commands of a command queue contained in 
said program executed by said semiconductor IC; 

a recording step of recording said program in which said command queue has 

been re-arrayed; and 

a transmission step of transmitting said program recorded on said recording 

means to said semiconductor IC. 

31. A furnishing medium for furnishing a computer-readable program adapted for 
causing execution of a processing by an information processing apparatus having a 
semiconductor IC loaded thereon and adapted for furnishing a program to be executed 
by said semiconductor IC, said processing comprising: 

a re-arraying step of re-arraying commands of a command queue contained in 
said program executed by said semiconductor IC; 

a recording step of recording said program in which said command queue has 

been re-arrayed; and 

a transmission step of transmitting said program recorded on said recording 

means to said semiconductor IC. 

32. An infonnation processing apparatus having a semiconductor IC loaded thereon 
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and adapted for furnishing a program to be executed by said semiconductor IC. said 

apparatus comprising: 

re-airaying means for re-airaying con^Tiands of a co^and queue contamed in 

said program executed by said semiconductor IC; 

encrypting means for encrypting said program; 

recording means for recording said program which has been encrypted and in 
which said command queue has been re-arrayed; and 

transmission means for transmitting said program recorded on said recording 

means to said semiconductor IC. 

33. The information processing apparatus according to claim 3 1 wherein said program 
is a source program for execution by an interpreter. 

34. Theinfo„nationprocessingapparatusaccordingtoclaim31whereinsaidprogram 

is an object program. 

35. Aninfonnationprocessingmethodforaninfonnationprocessingapparatushaving 
a semiconductor IC loaded thereon and adapted for fomishing a program to be 
executed by said semiconductor IC, said method comprising: 

a re-airaying step of re-arraying commands of a command queue contained in 
said program executed by said semiconductor IC; 

an encrypting step of encrypting said program; 

a recording step of recording said prograan which has been encrypted and in 
which said command queue has been re-arrayed; and 
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a transmission step of transmitting said program recorded on said recording 
means to said semiconductor IC. 

36. A furnishing medium for furnishing a computer-readable program adapted for 
causing execution of a processing by an infonnation processing apparatus having a 
semiconductor IC loaded thereon and adapted for fimiishing a program to be executed 
by said semiconductor IC, said processing comprising: 

a re-arraying step of re-arraying coiumands of a command queue contained in 
said program executed by said semiconductor IC; 

an encrypting step of encrypting said program; 

a recording step of recording said program which has been encrypted and in 
which said command queue has been re-arrayed; and 

a transmission step of transmitting said program recorded on said recording 
means to said semiconductor IC. 

37. A semiconductor IC loaded on an infonnation processing apparatus and adapted 
for executing variable processing based on coimuands from said infonnation 
processing apparatus, comprising: 

reception means for receiving an encrypted first program transmitted from said 

infonnation processing apparatus; 

decoding means for decoding said first program received by said reception 

means; 

holding means for holding a second program adapted for processing the first 
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program decoded by said decoding means; 

executing means for executing said first program processed based on said 

second program held by said holding means; 

transmitting means for transmitting the results of execution by said execution 
means to said infonnation processing apparatus; and 

time-keeping means for performing the time-keeping operation and for 
correcting the current time based on the time infonnation from said information 
processing apparatus. 

38. The semiconductor IC according to claim 36 further comprising: 

non-volatile memory means for storing data usedby said information processing 
apparatus. 

39. A method for processing the information of a semiconductor IC loaded on an 
information processing apparatus and adapted for executing variable processing 
operations based on commands from said information processing apparatus, 
comprising: 

a reception step of receiving an encrypted first program transmitted from said 

information processing apparams; 

a decoding step of decoding said first program received by said reception step; 

a holding step of holding a second program adapted for processing the fu-st 
program decoded by said decoding step; 

an executing step of executing said first program processed based on said 



137 

second program held by said holding step; 

a transmitting step of transmitting the results of execution by said execution 
step to said information processing apparatus; and 

a time-keeping step of performing the time-keeping operation and for correcting 
the current time based on the time information from said infonnation processing 
apparatus. 

40. A furnishing medium for furnishing a computer-readable program for causing 
execution of a processing by a semiconductor IC loaded on an infonnation processing 
apparams and adapted for executing variable processing based on commands from said 
infonnation processing apparatus, said processing including 

a reception step of receiving an encrypted first program transmitted from said 
infonnation processing apparatus; 

a decoding step of decoding said first program received by said reception step; 

a holding step of holding a second program adapted for processing the first 
program decoded by said decoding step; 

an executing step of executing said first program processed based on said 
second program held by said holding step; 

a transmitting step of transmitting the results of execution by said execution 
step to said infonnation processing apparatus; and 

a time-keeping step of perfonningthe time-keeping operation and for correcting 
the cun-ent tiine based on the time infonnation from said infonnation processing 
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apparatus. 

41. An mformation processing apparatus for outputting variable commands to a 
loaded semiconductor IC for execution thereby, said apparatus comprising: 

transmission means for transmitting an encrypted program to said 
semiconductor IC; 

first reception means for receiving output data which is the result of processing 
of said program by said semiconductor IC; 

second reception means for receiving data and the time infonnation from 

another apparatus; 

storage means for storing data received by said second reception means; and 
correction means for correcting the time infonnation of said semiconductor IC 
based on the time information received by said second reception means. 

42. An information processing method for an information processing apparatus 
adapted for outputting variable commands to a loaded semiconductor IC for execution 
thereby, said method comprising: 

a transmission step of transmitting an encrypted program to said semiconductor 

IC; 

a first reception step of receiving output data which is the resuh of processing 
of said program by said semiconductor IC; 

a second reception step of receiving data and the time information from another 

apparatus; 
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a storage step of storing data received by said second reception step; and 
a correction step of correcting the time information of said semiconductor IC 
based on the time inforaiation received by said second reception step. 
43. A furnishing medium for furnishing a computer-readable program for causing an 
infonnation processing apparatus to execute a processing, said information processing 
apparatus being adapted to output variable coimnands to a semiconductor IC loaded 
thereon for execution thereby, said processing including 

a transmission step of transmitting an encrypted program to said semiconductor 

IC; 

a first reception step of receiving output data which is the result of processing 
of said program by said semiconductor IC; 

a second reception step of receiving data and the time information fi-om another 

apparatus; 

a storage step of storing data received by said second reception step; and 

a correction step of correcting the time information of said semiconductor IC 

based on the time inforaiation received by said second reception step. 

44. An inforaiation processing apparatus for outputting variable commands to a 

loaded semiconductor IC for execution thereby, said apparatus comprising: 

storage means for storing said program and data required for executing the 

program; 

control means for controlling storage or readout of said program and the data 
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for said storage means; 

first encryption means for encrypting said program with a first key supplied 

from said semiconductor IC; and 

second encryption means for encrypting said data with a second key supplied 

from said semiconductor IC. 

45. The information processing apparatus according to claim 43 wherein said first key 
is determined by attributes of said program. 

46. The information processing apparatus according to claim 43 wherein said second 
key is determined by attributes of said program and a third key previously stored by 
said semiconductor IC. 

47. An information processing method for an information processing apparatus 
adapted for outputting variable commands to a loaded semiconductor IC for execution 
thereby, said method comprising: 

a storage step of storing said program and data required for executing the 

program; 

a control step of controlling storage or readout of said program and the data for 
said storage step; 

a first encryption step of encrypting said program with a fu-st key supplied from 

said semiconductor IC; and 

a second encryption step of encrypting said data with a second key supplied 

from said semiconductor IC. 
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48. A furnishing medium for furnishing a computer-readable program adapted for 
causing execution of a processing by an infomiation processing apparatus for 
outputting variable commands to a loaded semiconductor IC for execution thereby, 

said processing comprising: 

a storage step of storing said program and data required for executing the 

program; 

a control step of controlling storage or readout of said program and the data for 
said storage step; 

a first encryption step of encrypting said program with a first key supphed fi-om 

said semiconductor IC; and 

a second encryption step of encrypting said data with a second key supplied 

fi-om said semiconductor IC. 

49. A semiconductor IC adapted for being loaded on a pre-set information processing 
apparatus, for receiving a program supplied from the information processing apparatus 
and data necessary for executing said program, and for executing said program, said 
semiconductor IC comprising: 

storage means for storing a first key proper to said semiconductor IC; 

key generating means for generating a second key from said first key stored by 
said storage means and from the attributes of said program supplied from said 
infonnation processing apparatus; 

first decoding means for decoding said program with a third key; and 
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second decoding means for decoding said data with said second key. 

50. An infomiation processing method for processing the information of a 
semiconductor IC adapted for being loaded on a pre-set information processing 
apparatus, for receiving a program supplied from the information processing apparatus 
and data necessary for executing said program, and for executing said program, said 

method comprising: 

a storage step of storing a first key proper to said semiconductor IC; 

a key generating step for generating a second key from said first key stored by 
said storage step and from the attributes of said program supplied from said 
infonnation processing apparatus; 

a first decoding step of decoding said program with a third key; and 

a second decoding step of decoding said data with said second key. 

51. A fiimishing medium for fiamishing a computer-readable program adapted for 
causing execution of a processing by a seiniconductor IC adapted for being loaded on 
a pre-set infonnation processing apparatus, for receiving a program supphed from the 
information processing apparatus and data necessary for executing said program, and 
for executing said program, said processing comprising: 

a storage step of storing a first key proper to said seiniconductor IC; 

a key generating step for generating a second key from said first key stored by 
said storage step and from the attributes of said program supplied from said 
infomiation processing apparatus; 



143 

a first decoding step of decoding said program with a third key; and 

a second decoding step of decoding said data with said second key. 
52. An information processing system comprising: 

an information processing apparatus for supplying a program executed by said 
semiconductor IC and a semiconductor IC adapted for being loaded on a pre-set 
information processing apparatus, for receiving a program supplied fi-om the 
information processing apparatus and data necessary for executing said program, and 
for executing said program, 

said information processing apparatus including 

storage means for storing said program and data required for executing the 
program; 

control means for controlling storage or readout of said program and the data 

for said storage means; 

first encryption means for encrypting said program with a fu-st key supplied 

fi-om said semiconductor IC; 

second encryption means for encrypting said data with a second key supplied 

fi-om said semiconductor IC; and 

first communication means for transmitting the encrypted program and data 
necessary for execution of the program to said semiconductor IC and for receiving said 
first and second keys fi-om said semiconductor IC; 

said semiconductor IC including 
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second coiTimunication means for receiving the encrypted program and data 
necessary for executing the program form said information processing apparatus and 
for transmitting the first and second keys to said information processing apparatus; 

storage means pre-storing a third key proper to said semiconductor IC; 

key generating means for generating a second key fi-om said third key stored in 
said storage means and fi-om the attribute of the program supplied fi-om said 
information processing apparatus; 

first decoding means for decoding the program received by said second 
coinmunication means with a first key; and 

second decoding means for decoding said data received by said second 
communication means with the second key. 



